OCTOBER 2020

Cyber Security Awareness
Learn how to protect your smart devices

Connected devices are attacked within 5 minutes by malicious actors, once plugged into the internet. As we bring more
internet-connected devices into our homes and businesses, practicing cybersecurity can feel like an overwhelming task. However,
the increase of connected devices in our lives only makes it more critical for us to understand and practice good cyber hygiene.
Now in its 17th year, Cybersecurity Awareness Month emphasizes personal accountability, and highlights every individual’s role in
protecting their part of cyberspace.
Celebrated every October, Cybersecurity Awareness Month is a public-private effort, co-led by the National Cyber Security Alliance
(NCSA) and the Cybersecurity and Infrastructure Security Agency (CISA), created to ensure all Americans have the information they
need to stay safer and more secure online.
This October, Cybersecurity Awareness Month encourages everyone to “Do Your Part. #BeCyberSmart,” with a particular focus on
protecting internet-connected smart devices such as phones, watches, appliances and toys. More connected devices provide more
opportunities for malicious actors, but if you “do your part” in protecting your online life, you can significantly reduce your risk of
a cyberattack. Through free, downloadable resources, including tip sheets, infographics and videos, NCSA and CISA are helping
individuals, families and organizations of all sizes stay safer online.
Cybersecurity starts with you. Learn about your connected
devices and put some best practices in place. Get started with
these simple, proactive tips:
Keep tabs on your apps – Most connected appliances,
toys and devices come with a mobile application. Your
mobile device could have suspicious apps running in
the background, or using default permissions you
unintentionally approved. Check the developer of apps
before downloading to make sure they come
from legitimate sources and uninstall
apps you no longer use.
Own your online presence – When
you download a new app, check the
security and privacy settings before doing
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anything else. Configure those settings to your comfort level.
The default settings may allow for more information sharing
than you’re comfortable with.
Share with care – Think before posting about yourself, or
others, online. Consider what a post reveals and who might
see it. An easy way to stay safe is to make your social media
accounts private. Also consider creating an alternate persona
to use for online accounts and limit how much personal
information you share, especially when setting up security
questions.
Think before you click – Keep an eye out for phishing eMails.
They aren’t always obvious. If you’re unsure who an eMail is
from, do not respond. A couple of red flags: a sense of urgency
(requesting you act quickly), requesting you to submit sensitive
information like login credentials, social security number, credit
card information, etc., or the eMail address doesn’t match the
organization’s domain (for example, the eMail might appear to
be from your bank, but the sender used an @gmail.com account
to send you the eMail).
When in doubt, throw it out – Once you spot a
phishy-looking eMail, the best thing to do is to report the eMail
as spam and trash it immediately.

Lock down your login – Passwords are simply not enough to
protect your accounts. Enable 2-factor authentication, or multifactor authentication, on all accounts that offer it to add another
layer of security to your accounts. This is especially important
on eMail, bank accounts or other websites with sensitive
information. It only takes a few minutes to enable and could
save you the headache of dealing with compromised accounts in
the future.
Get savvy about wi-fi hotspots – Public wireless networks
and hotspots are not secure. Anyone could potentially see
what you’re doing on your device while connected to them.
Limit what you do on public wi-fi and avoid logging in to key
accounts like eMail and bank accounts. Consider using a virtual
private network (VPN) or a personal hotspot for a more secure
connection.
Keep a clean machine – Don’t ignore those software updates.
Up-to-date software improves the performance of your devices
and also improves your security. If you need help remembering
to update, set up automatic updates.
Source:
https://staysafeonline.org/blog/cybersecurity-is-everyones-job/

Springs Valley Named IBA
Five Star Member HHHHH
Springs Valley Bank & Trust Company has been honored as a Five
Star Member of the Indiana Bankers Association (IBA). The award
was presented on Tuesday, September 29, 2020 by Dax Denton,
IBA Senior Vice President-Government Relations, in recognition
of Springs Valley’s Association involvement throughout 2019.
The Five Star Member designation recognizes those IBA-member
banks which demonstrate outstanding commitment to the
Association in five areas: political awareness, issues advocacy,
life-long learning, IBA volunteerism, and Preferred Service
Provider utilization.

“We very much appreciate the dedication of Springs Valley as
a Five Star Member bank,” said Amber Van Til, IBA president
and CEO. “Our Association is strong, thanks to our supportive
members.”
The Indiana Bankers Association supports Indiana banking
through issues analysis, professional education, and products
and services that enhance member banks’ ability to serve
their communities.

(from left): Marty Kaiser (Springs Valley), SEVP & Financial Advisory Group Manager, Dianna B. Land (Springs Valley), SEVP & HR & Marketing
Manager, Dax Denton (IBA), Senior Vice President-Government Relations, Jamie Shinabarger (Springs Valley), President & CEO, Craig Buse
(Springs Valley), SEVP & CLO, and Ryan Heim (Springs Valley), SEVP & CFO
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Show us you have what
it takes to outsmart
online scammers, and
you could win a $1,000
prepaid card.

Can you outsmart
online scammers?
Every day, thousands of people fall for
fraudulent emails, texts, and calls from
scammers pretending to be a bank.
Think you can do better? Take the
quiz below, and you could win a $100
weekly prize — or a $1,000 Grand
Prize — courtesy of the American
Bankers Association.

*

Our 50+ Interest Checking
Is Getting Plenty of Interest
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50+ Interest Checking
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FREE checking with interest for customers 50 and over!

• Competitive interest
• No minimum balance
• No monthly service charge
• FREE box of Springs Valley Specialty Checks
once per calendar year
• FREE eStatements or paper statements
• FREE Instant Issue Debit Card 3
• FREE Online Banking
• FREE Mobile Banking with Mobile Deposit 4
• Access to over 55,000 FEE-FREE ATMs 5
• Buy Back of your unused checks and debit
cards from another financial institution2
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Get some green when you switch!
We’ll pay you up to $10.00 for your debit cards and old
checks from a current account at another financial institution
when you bring them in to open any new checking account!

Loyal to you, your family,
and your future.

svbt.bank |

800.843.4947 | Since 1902

Member FDIC

Minimum opening deposit of $50.00 required. See our current Fee Schedule for other fees that may be associated with this account. Ask us for details. Bank rules and regulations may apply. Buy back incentive up to $10.00 for checks
and debit cards from another financial institution given at the time the checks and/or debit cards are presented upon opening an account. $2.00 per pad of unused checks and $2.00 per debit card. Buy back incentive may be reported on
a 1099-INT. The Buy Back incentive will be identified as “Buy Back Rewards” on your monthly checking account statement. The “Buy Back Rewards” incentive will be deposited within thirty days from the time the checks and/or debit cards
are presented upon new account opening. Ask us for details. Bank rules and regulations apply. 3Some fees and conditions may apply. Instant Issue only applies to in-banking center visits. Springs Valley does not mail Instant Issue Debit Cards,
nor do we prepare them in advance of the customer’s in-banking center visit. 4Springs Valley Mobile Deposit is available for select mobile devices. Download the Springs Valley Mobile App. Message and data rates may apply. Subject to
eligibility and further review. Deposits are subject to verification and not available for immediate withdrawal. Deposit limits and other restrictions apply. See svbt.bank/MobileDeposit for details and eligible mobile devices. 5There are no Foreign
ATM fees when using an ATM that is a member of the Alliance One Network of the Allpoint Network. When you use an ATM not owned by us, you may be charged a fee by the ATM operator or any network used.
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